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AUGLYSING

um samning vid Pyskaland um gagnkvaema vernd
triunadarflokkadra upplysinga.

Hinn 13. mars 2018 var i Reykjavik gerdur samningur milli rikisstjérnar Iydveldisins slands og

rikisstjornar Sambandslydveldisins Pyskalands um gagnkvaema vernd tranadarflokkadra upplysinga.
Samningurinn 60ladist gildi 17. agust 2018 og er birtur sem fylgiskjal med auglysingu pessari.
betta er hér meo gert almenningi kunnugt.

Utanrikisraduneytinu, 5. juli 2021.

Guolaugur bér bPoroarson.

Martin Eyjolfsson.
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Fylgiskjal.
SAMNINGUR
MILLI
RIKISSTJORNAR LYDVELDISINS [SLANDS
oG

RIKISSTJORNAR SAMBANDSLYDVELDISINS PYSKALANDS
UM GAGNKVZEMA VERND TRUNADARFLOKKADRA UPPLYSINGA.

Rikisstjorn Iydveldisins Islands

og
rikisstjorn Sambandslydveldisins Pyskalands,

sem hafa 1 hyggju ad tryggja vernd trunadarflokkadra upplysinga sem skipst er 4 milli 16gbaerra
yfirvalda lydveldisins Islands og Sambandslydveldisins Pyskalands, einnig sem skipst er 4 vid
verktaka sem hafa stadfestu i landi hins samningsadilans eda milli verktaka sem hafa stadfestu i
landi annars hvors samningsadilanna tveggja,

sem vilja meela fyrir fyrirkomulagi gagnkvemrar verndar trinadarflokkadra upplysinga sem skal gilda
i 6llum samningum um samvinnu sem verda gerdir milli samningsadilanna og i samningum par
sem skipst er 4 trinadarflokkudum upplysingum,

hafa oro10 asattar um eftirfarandi:

1. gr.
Skilgreiningar.
1) 1 samningi pessum er merking eftirfarandi hugtaka sem hér segir:
1. ,,Tranadarflokkadar upplysingar eru,
a) 1 Sambandslydveldinu byskalandi:
stadreyndir, hlutir eda vitneskja sem, an tillits til pess med hvada heetti peer, peir eda hin
eru eda er afhent, skulu eda skal fara leynt vegna almannahagsmuna. Opinber stofnun skal
trinadarflokka peer, pa eda hana eda pad skal gert fyrir hennar hond 1 samreemi vid verndar-
porf peirra eda hennar,
b) ilydveldinu fslandi:
hvers konar upplysingar eda efni i hvada mynd sem er merktar eda merkt tranadarflokk-
unarstigi og ¢heimil uppljostrun peirra eda pess gati skadad hagsmuni Iydveldisins fslands
i mismiklum meeli.
2. ,,Trinadarflokkadur samningur er:
samningur milli yfirvalds eda fyrirtaekis fra landi annars samningsadilans (samningsstofnunar)
og fyrirtaekis fra landi hins samningsadilans (verktaka). Samkvaemt pess konar samningi munu
trinadarflokkadar upplysingar fra landi viokomandi samningsstofnunar verda athentar vio-
komandi verktaka, munu verda til hja verktakanum eda munu verda gerdar adgengilegar
starfsmonnum verktakans sem eiga ad vinna verk i starfsstdovum samningsstofnunarinnar.
3. ,Oryggisvottun starfsfolks er:
vottun landsyfirvalds oryggismala (NSA) & hefi einstaklings til pess ad hafa adgang ad og
medhondla trinadarflokkadar upplysingar upp ad videigandi stigi, p.e. vottun sem er byggd a
bakgrunnsskodun sem faerir sonnur a traverdugleika, heilindi og hollustu viokomandi einstak-
lings.
4. , Oryggisvottun starfsstodvar er:
vottun landsyfirvalds 6ryggismala eda tilnefnds yfirvalds 6ryggismala (DSA) 4 adstodu starfs-
stoovar fyrirtaekis til pess ad medhondla trinadarflokkadar upplysingar upp ad videigandi
stigi, p.e. vottun sem er byggd & bakgrunnsskodun viokomandi einstaklinga (stjérnarformanns
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2)

og/eda starfsmanna) og konnun & starfsstooinni til pess ad faera sonnur a ad par sé beitt
ofravikjanlegum adferdum til ad abyrgjast trygga vorslu.

Stig tranadarflokkunar eru skilgreind med eftirfarandi haetti:

1. 1 Sambandslydveldinu Pyskalandi eru trinadarflokkadar upplysingar sem hér segir:

a) STRENG GEHEIM, ef vitneskja 6vidkomandi einstaklinga um pzr kynni ad dgna tilveru
eda grundvallarhagsmunum Sambandslydveldisins Pyskalands eda einstakra sambands-
landa pess,

b) GEHEIM, ef vitneskja 6vidkomandi einstaklinga um per kynni ad 6gna 6ryggi Sambands-
lyoveldisins Pyskalands eda einstakra sambandslanda pess eda kynni ad skada hagsmuni
peirra alvarlega,

¢) VS-VERTRAULICH, ef vitneskja 6viokomandi einstaklinga um per kynni ad skada
hagsmuni Sambandslyoveldisins byskalands eda einstakra sambandslanda pess,

d) VS-NUR FUR DEN DIENSTGEBRAUCH, ef vitneskja évidkomandi einstaklinga um
par kynni ad vera dhagstaed fyrir hagsmuni Sambandslyoveldisins bPyskalands eda ein-
stakra sambandslanda pess,

2. ilydveldinu islandi eru tranadarflokkadar upplysingar sem hér segir:

a) ALGJORT LEYNDARMAL, ef uppljostrun upplysinga og efnis i heimildarleysi geti
skadad grundvallarhagsmuni Iydveldisins Islands hzttulega og 4n fordzema,

b) LEYNDARMAL, ef uppljostrun upplysinga og efnis i heimildarleysi gaeti skadad
grundvallarhagsmuni lydveldisins {slands alvarlega,

¢) TRUNADARMAL, ef uppljostrun upplysinga og efnis i heimildarleysi gaeti skadad
grundvallarhagsmuni 1ydveldisins fslands,

d) TAKMARKADUR ADGANGUR, ef uppljostrun upplysinga og efnis i heimildarleysi
geeti verid dhagstaed fyrir hagsmuni lydveldisins {slands.

2. gr.
Hlidsteeoa.
Samningsadilarnir mela svo fyrir um agd eftirfarandi trinadarflokkunarstig skuli vera hlidstaeo:

Lyoveldio Sambandslyodveldiod
Island Pyskaland

ALGJORT LEYNDARMAL | TOP SECRET STRENG GEHEIM

LEYNDARMAL SECRET GEHEIM

TRUNADARMAL CONFIDENTIAL VS-VERTRAULICH

TAKMARKADUR VS-NUR FUR DEN
ADGANGUR DIENSTGEBRAUCH

RESTRICTED

1)

2)

3)

3. gr.

Merkingar.
Viokomandi l6gbert yfirvald sendanda skal, eda pad skal gert fyrir pess hond, merkja trunadar-
flokkadar upplysingar, sem til stendur ad senda, videigandi innlendu triinadarflokkunarstigi
samanber akvaedi 2. gr. og skal vidtakandinn ekki endurmerkja peer.
Tranadarflokkadar upplysingar sem verda til hja viotokusamningsadilanum i tengslum vid trin-
adarflokkada samninga og gerd aftit i landi vidtokusamningsadilans skal og merkja samkvemt
pvi sem fyrr greinir.
Viokomandi 16gbeert yfirvald viotakanda tiltekinna trunadarflokkaodra upplysinga skal, ad beidni
vidkomandi l6gbeers yfirvalds upprunasamningsadilans, breyta eda afturkalla trinadarflokkunar-
stig peirra eda pad skal gert fyrir pess hond. Vidokomandi 16gbert yfirvald upprunasamnings-
adilans skal upplysa viokomandi 16gbart yfirvald hins samningsadilans an tafar um breytingar a
Ollum trunadarflokkunarstigum eda afturkollun peirra.
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1)

2)

3)

4)

5)

6)

7)

8)

1)

2)

3)

4. gr.

Radstafanir innanlands.
Samningsadilarnir skulu gera allar videigandi radstafanir, eftir pvi sem 16g og reglugerdir hvors
um sig heimila, til pess a0 tryggja vernd trinadarflokkadra upplysinga sem er skipst 4, sem eru
meodhondladar eda sem verda til samkvemt skilmalum samnings pessa. beir skulu veita pess
konar trinadarflokkudum upplysingum Sryggisvernd a pvi stigi sem jafngildir ad minnsta kosti
pvi stigi sem er krafist af halfu viotokusamningsadilans fyrir hans eigin tranadarflokkudu upp-
lysingar & hlidsteedu tranadarflokkunarstigi.
Trunadarflokkadar upplysingar skal einungis nota i peim tilgangi sem er tilgreindur. Viotoku-
samningsadilinn skal ekki uppljostra eda nota eda heimila uppljostrun nokkurra trinadarflokkadra
upplysinga, nema i peim tilgangi og med peim takmorkunum sem upprunasamningsadilinn til-
kynnir eda eru tilkynnt fyrir hans hond. Stofnandi hinna trinadarflokkudu upplysinga verdur ad
hafa veitt skriflegt sampykki sitt fyrir annars konar fyrirkomulagi.
Einungis er heimilt a0 veita peim einstaklingum sem hafa vitneskjuporf vegna skyldustarfa sinna
adgang ad trinadarflokkudum upplysingum og - nema pegar um redir trinadarflokkadar upp-
lysingar 4 flokkunarstiginu TAKMARKADUR ADGANGUR eda VS-NUR FUR DEN DIENST-
GEBRAUCH - hafa hlotio oryggisvottun fyrir videigandi stig trunadarflokkunar eda eru heefir til
pess ad hafa adgang i krafti peirra hlutverka sem peir gegna. Einungis skal veita 6ryggisvottun ad
lokinni dryggisathugun samkvamt stodlum par sem ekki eru gerdar minni kréfur en samkvemt
peim sem er beitt vegna adgangs ad innlendum trunadarflokkudum upplysingum a hlidstedu stigi
trunadarflokkunar.
Veita skal rikisborgara lands annars samningsadilans adgang ad trunadarflokkudum upplysingum
4 stiginu TRUNADARMAL eda VS-VERTRAULICH eda ofar 4n fyrirframfengins leyfis
upprunasamningsadilans.
Landsyfirvold oryggismala eda tilnefnd yfirvold 6ryggismala eda dnnur 16gbaer landsyfirvold
skulu framkvaema Oryggisvottanir starfsfolks vegna rikisborgara lands samningsadila sem eru
busettir 1 sinu eigin landi og purfa adgang ad tranadarflokkudum upplysingum.
f tilviki 6ryggisvottana starfsfolks fyrir rikisborgara lands annars samningsadilans, sem hafa 16g-
lega busetu i landi hins samningsadilans i ad minnsta kosti fimm ar og sakja um starf i pvi landi,
p.e. starf sem er viokvaemt me0 tilliti til 6ryggis, skal viokomandi 16gbeert yfirvald 6ryggismala i
sidarnefnda landinu samt sem 4dur framkvama fyrrnefnda 6ryggisvottun og skodanir yfir landa-
meri eins og vid 4 i samrami vid innlend 16g sin og reglugerdir.
Samningsadilarnir skulu tryggja, hvor innan sins lands, ad naudsynlegar oryggiskannanir fari
fram og ad farid sé¢ a0 dkvedum samnings pessa.
Akvadi 5. og 6. gr. gilda ekki um trinadarflokkadar upplysingar 4 stiginu TAKMARKADUR
ADGANGUR eda VS-NUR FUR DEN DIENSTGEBRAUCH.

5. gr.
Gero trunadarflokkadra samninga.

Adur en tranadarflokkadur samningur er gerdur skal vidkomandi samningsstofnun afla sér, fyrir

tilstudlan logbaers yfirvalds sins, dryggisvottunar starfsstodvar fra vidkomandi 16gbeeru yfirvaldi

verktakans i pvi skyni ad fa tryggingu fyrir pvi ad ventanlegur verktaki seeti oryggiseftirliti af
halfu viokomandi 16gbeers yfirvalds i umraeddu landi og ad hann hafi gert naudsynlegar varadar-
radstafanir i oryggismalum til pess ad geta hafid framkveemd hins trinadarflokkada samnings.

Seti verktaki ekki dryggiseftirliti enn sem komid er er heimilt ad fara fram & ad st verdi raunin.

Einnig skal afla o6ryggisvottunar starfsstoovar hafi viokomandi fyrirtaeki verid bedio um ad senda

tilbod og ef naudsynlegt verdur ad athenda trinadarflokkadar upplysingar adur en samningur er

gerdur samkvamt tilbodsferlinu.

[ peim tilvikum er um getur i 1. og 2. mgr. ad framan skal vidhafa eftirfarandi verklag:

1. BeiOnir um utgafu dryggisvottunar starfsstodvar fyrir verktaka fra landi hins samningsadilans
skulu innihalda upplysingar um verkefnid og um edli, umfang og stig trinadarflokkunar peirra
tranadarflokkudu upplysinga sem @tla ma ad veroi afhentar verktakanum eda verdi til hja
honum.
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1)

2)

3)

2. Auk fulls heitis viokomandi fyrirtekis, postfangs pess, nafns oryggisfulltrua pess, siman-
umers og tolvupostfangs hans og, ef vio 4, bréfasimantumers hans skulu dryggisvottanir starfs-
stodvar innihalda upplysingar, einkum um ad hve miklu leyti og upp ad hvada stigi trinadar-
flokkunar 6ryggisradstafanir hafi verio gerdar af halfu hlutadeigandi fyrirtaekis &4 grundvelli
reglugerda um pjodardryggi.

3. Vidkomandi 16gbeaer yfirvold landa samningsadilanna skulu upplysa hvort annad um allar
breytingar 4 peim upplysingum sem Oryggisvottanir starfsstodvar na yfir, eins og fram kemur
i tolulidum 1 og 2.

4. Pegar vidkomandi 16gbeer yfirvold landa samningsadilanna skiptast & fyrrnefndum upplys-
ingum skulu slik skipti annadhvort fara fram 4 pjodtungu pess yfirvalds sem til stendur ad
upplysa eda 4 ensku.

5. Oryggisvottanir starfsstodvar og beidnir um Utgfu Oryggisvottana starfsstodvar, sendar
hlutadeigandi 16gbserum yfirvoldum samningsadilanna, skulu vera i skriflegri mynd.

6. gr.
Framkvemd trunadarflokkadra samninga.

Tranadarflokkadir samningar skulu innihalda akvaedi um 6ryggiskrofur par sem meelt er fyrir um

ad vidkomandi verktaka beri skylda til ad gera paer radstafanir sem er krafist til ad vernda

trinadarflokkadar upplysingar samkvamt innlendum l6gum og reglugerdum hans sem vid eiga.

A0 auki skal akvaedido um oryggiskrofur innihalda eftirfarandi:

1. skilgreiningu hugtaksins ,trunadarflokkadar upplysingar og hlidsteed stig merkinga til
verndar, einnig trunadarflokkunarstig beggja samningsadila i samraemi vio akvadi samnings
pessa,

2. heiti peirra 16gberu yfirvalda hvors samningsadila um sig sem hafa vald til pess ad heimila
athendingu og ad samraema verndarradstafanir vegna trinadarflokkadra upplysinga sem
tengjast vidkomandi trinadarflokkudum samningi,

3. Deer leidir sem ber a0 fara til pess a0 faera trunadarflokkadar upplysingar milli peirra 16gbaru
yfirvalda og verktaka sem malid vardar,

4. verklag og fyrirkomulag pegar boda 4 breytingar sem kunna ad koma til vidvikjandi tranadar-
flokkudum upplysingum, annadhvort i tilviki breytinga 4 merkingum peim til verndar eda i
pvi tilviki pegar vernd er ekki lengur naudsynleg,

5. verklag pegar sampykkja 4 heimsoknir eda adgang starfsfolks vidkomandi verktaka,

6. verklag pegar senda 4 trinadarflokkadar upplysingar verktokum sem til stendur ad noti og
geymi slikar upplysingar,

7. pa krofu ad vidkomandi verktaki skuli adeins veita einstaklingi, sem hefur vitneskjuporf og
hefur verid falid eda tekur patt i a0 framkvama pann tranadarflokkada samning sem um radir,
adgang a0 trinadarflokkudoum upplysingum - nema pegar um reedir trunadarflokkadar upp-
lysingar 4 stiginu TAKMARKADUR ADGANGUR eda VS NUR FUR DEN DIENST-
GERBRAUCH - og ad sa einstaklingur hafi hlotid oéryggisvottun fyrir fram fyrir videigandi
stig,

8. pa krofu ad pvi adeins skuli uppljostra trinadarflokkudum upplysingum til pridja adila, eda
ad einungis skuli heimila pess konar uppljostrun, ad upprunasamningsadilinn hafi sampykkt
pad og

9. pa krofu ad viokomandi verktaki tilkynni l6gbaeru yfirvaldi sinu tafarlaust um raunverulegt
tap, leka eda oheimila uppljostrun peirra tranadarflokkudu upplysinga sem hinn triinadar-
flokkaoi samningur nar yfir eda um grun um slikt.

Logbeert yfirvald viokomandi samningsstofnunar skal 1ata verktakanum i té sérstakan lista (trin-
adarflokkunarleidbeiningar) yfir 6ll skjalfest gdgn sem parfnast trinadarflokkunar, skal akvarda
pad stig tranadarflokkunar sem er naudsynlegt og skal gera radstafanir til pess ad fyrrnefndur listi
sé latinn fylgja sem vidbaetir vid pann trinadarflokkada samning sem um raedir. Logbert yfirvald
vidkomandi samningsstofnunar skal og senda 16gbzru yfirvaldi verktakans listann eda gera rad-
stafanir vegna slikrar sendingar.
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4)

1)

2)

3)

4)

5)

6)

7)

Logbert yfirvald vidkomandi samningsstofnunar skal tryggja ad verktakanum verdi ekki veittur
adgangur ad tranadarflokkudum upplysingum fyrr en videigandi Oryggisvottun starfsstodvar
hefur borist fra 16gbaru yfirvaldi verktakans.

7. gr.
Sending trunadarflokkadra upplysinga.

Tranadarflokkadar upplysingar 4 stiginu ALGJORT LEYNDARMAL eda STRENG GEHEIM
skal adeins senda milli samningsadila eftir leidum stjornvalda-til-stjornvalda i samreemi vid
videigandi innlend 16g og reglugerdir.
Meginreglan er ad senda skuli trinadarflokkadar upplysingar a stigunum TRUNADARMAL eda
VS-VERTRAULICH og LEYNDARMAL eda GEHEIM fré einu landi til annars med opinberum
sendibodum. Landsyfirvold samningsadilanna 4 svidi oryggismala eda tilnefnd yfirvold samn-
ingsadilanna a svioi oryggismala geta komid sér saman um adrar leidir til sendingar. Vidkomandi
logbeert yfirvald skal stadfesta mottoku trunadarflokkadra upplysinga, eda pad skal gert fyrir pess
hond, og skal framsenda vidtakandanum slikar upplysingar i samrami vid pau innlendu 16g og
reglugerdir sem vid eiga.

Viokomandi 16gber yfirvold geta komid sér saman um - almennt s€d eda had takmdrkunum - ad

heimilt s¢ ad senda tranadarflokkadar upplysingar 4 stiginum TRUNADARMAL eda VS-

VERTRAULICH og LEYNDARMAL eda GEHEIM eftir leidum 68rum en med opinberum

sendibodum. { slikum tilvikum:

1. skal bodberinn hafa heimild til pess ad hafa adgang ad trinadarflokkudum upplysingum a
hlidstedu stigi tranadarflokkunar,

2. skal sendandinn halda hja sér lista yfir efnisatridi peirra trunadarflokkudu upplysinga sem eru
sendar og skal athenda vidtakandanum eintak af fyrrefndum lista til framsendingar vidkom-
andi 16gberu yfirvaldi,

3. skulu efnisatridi trinadarflokkadra upplysinga innpokkud i samremi vid innlend 16g og
reglugerdir sendandans sem vid eiga,

4. skal athenda efnisatridi trinadarflokkadra upplysinga gegn kvittun og

5. skal bodberinn hafa medferdis flutningsvottord sem vidkomandi 16gbert yfirvald sendandans
e0a vidtakandans gefur ut.

Standi til ad senda trinadarflokkadar upplysingar i miklu magni skulu vidkomandi 16gbeer yfir-

vold akveda, i hverju tilviki fyrir sig og samkvaemt itarlegri flutningsaaetlun, flutningsmata, leid

og fylgd.

Eigi skal senda trinadarflokkadar upplysingar & stiginu ALGJORT LEYNDARMAL eda

STRENG GEHEIM 1 rafreenu formi. Eigi skal senda tranadarflokkadar upplysingar & stigunum

TRUNADARMAL eda VS-VERTRAULICH og LEYNDARMAL eda GEHEIM 4 rafreenan hatt

i 6dulk6oadri mynd. Tranadarflokkadar upplysingar & pessum stigum trinadarflokkunar skal

einungis dulk6da samkvamt dulk6dunaradferdum sem 16gbaer yfirvold samningsadilanna a svidi

oryggismala sampykkja med gagnkvaemu samkomulagi sin 4 milli.

Heimilt er a0 senda vidtakendum innan yfirradasvadis lands hins samningsadilans trinadar-

flokkadar upplysingar 4 stigilu TAKMARKADPUR ADGANGUR eda VS-NUR FUR DEN

DIENSTGEBRAUCH med postpjonustu eda annarri athendingarpjonustu, ad teknu tilliti til

videigandi laga peirra og reglugerda um pjodardryggi.

Heimilt er ad senda triinadarflokkadar upplysingar 4 stiginu TAKMARKADUR ADGANGUR

eda VS-NUR FUR DEN DIENSTGEBRAUCH 4 rafreenan hétt eda gera per tiltekilegar med

dulkédunarbinadi sem 16gbert landsyfirvald annars samningsadilans sampykkir. Einungis er
heimilt ad senda trunadarflokkadar upplysingar & pessu stigi trinadarflokkunar i 6dulkddadri
mynd:

1. sé pad ekki i métsdgn vio videigandi innlend 16g og reglugerdir,

2. séu engin rad til dulkédunar tiltek,

3. sé sending eingdngu framkvaemd innan fastlinukerfa og

4. hafi sendandinn og vidtakandinn komist ad samkomulagi fyrir fram um hina fyrirhugudu
sendingu.
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)

2)

3)

1)
2)

3)

h

2)

8. gr.
Heimsoknir.
A0 meginreglu til er pvi adeins hagt ad veita gestum fra yfirrddasvadi samningsadila adgang ad
trinadarflokkudum upplysingum og ad starfsstodvum i landi hins samningsadilans, par sem
trinadarflokkadar upplysingar eru medhondladar, ad fram komnu fyrirframsampykki vidkomandi
logbeers yfirvalds pess samningsadila. Slika heimild skal adeins veita einstaklingum sem hafa
vitneskjuporf og - nema pegar um raedir trunadarflokkadar upplysingar a stiginu TAKMARK-
ADUR ADGANGUR eda VS-NUR FUR DEN DIENSTGEBRAUCH - hafa hlotid éryggisvottun
4 vioeigandi stigi.
Senda skal heimsoknarbeidnir, timanlega og i samraemi vid videigandi innlend 16g og reglugerdir
pess lands sem hefur yfirrad 4 pvi landsvaedi sem gestirnir dska eftir ad koma inn 4, til viokomandi
logbeers yfirvalds 1 fyrrnefndu landi. Viokomandi 16gber yfirvold skulu skiptast 4 upplysingum
um einstok atridi sem varda fyrrnefndar beidnir og tryggja ad personuupplysingar séu verndadar.
Heimsoknarbeidnir skal senda 4 tungumali pess lands sem til stendur ad heimsakja eda a ensku
og skulu paer innihalda eftirfarandi upplysingar:
1. Eiginnafn og kenninafn gestsins, feedingardag hans og fedingarstad og vegabréfsnimer eda
nimer kennivottords hans,

2. rikisfang gestsins,
3. starfsheiti gestsins og heiti méduryfirvalds eda -stofnunar hans,
4. Oryggisvottunarstig gestsins vegna adgengis ad tranadarflokkudum upplysingum,
5. hver tilgangur heimsoknarinnar er og hvenar er fyrirhugad ad hun fari fram og
6. deili & peim stofnunum, tengilidum og starfsstéovum sem til stendur ad heimszkja.
9. gr.
Samrdd.

Viokomandi 16gber yfirvold samningsadilanna skulu taka mid af peim dkveedum sem hafa ahrif
a vernd trunadarflokkadra upplysinga og gilda i landi hins samningsadilans.

Vidkomandi l6gbaer yfirvold skulu, 1 pvi skyni ad tryggja naid samstarf vid framkvemd samnings
pessa, eiga samrad sin 4 milli ad beidni annars peirra.

Hvor samningsadili um sig skal ad auki heimila landsyfirvaldi hins samningsadilans & svidi
Oryggismala eda tilnefndu yfirvaldi hins samningsadilans & svidi dryggismala eda 60ru yfirvaldi,
sem er tilnefnt med gagnkvemu samkomulagi, ad heimsakja land sitt i pvi skyni ad reda vid
yfirvold sin 4 svidi dryggismala um verklag sitt og adstodu sina vegna verndar trinadarflokkadra
upplysinga sem er veitt vidtaka frd hinum samningsadilanum. Hvor samningsadili um sig skal
a0stoda fyrrnefnt yfirvald vio ad fa vissu fyrir pvi a0 fyrrnefndar trinadarflokkadar upplysingar,
sem hinn samningsadilinn hefur gert tiltaekar, hljoti fullnaegjandi vernd. Vidkomandi 16gbeer
yfirvold skulu mela fyrir um einstdk atridi heimsoknanna.

10. gr.
Brot d dkvedum sem gilda um gagnkvema vernd trunadarflokkadra upplysinga.

Avallt pegar ekki er hagt ad ttiloka ad trinadarflokkudum upplysingum hafi verid uppljostrad i
heimildarleysi eda ef grunur leikur 4 um slika uppljéstrun eoa ef fullvissa liggur fyrir um hana
skal tilkynna hinum samningsadilanum um pad an tafar.

Brot & akvaedum, sem gilda um vernd trunadarflokkadra upplysinga, skulu rannsékud og gripa
skal til videigandi adgerda a svidi réttarfars af halfu viokomandi 16gbaerra yfirvalda og domstola
lands pess samningsadila sem hefur 16gsdgu og pad skal gert i samreemi vid 16g og reglugerdir
pess lands. Hinn samningsadilinn atti, ad fram kominni beidni par um, ad stydja slikar rannsoknir
og skal tilkynna honum um nidurstéduna.
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11. gr.
Kostnadur.
Hvor samningsadili um sig skal greida pann kostnad sem hann leggur i vegna beitingar akvada
samnings pessa.

12. gr.
Logbeer yfirvold.
Samningsadilarnir skulu tilkynna hvor 6drum skriflega um hver pau yfirvold eru sem bera munu
abyrgd a framkvaemd samnings pessa og um allar breytingar 4 upplysingum um tengilidi sina.

13. gr.
Tengsl vid adra samninga, radstafanir og samkomulag.
Samningur pessi hefur engin ahrif 4 gildandi samninga, radstafanir og samkomulag milli samn-
ingsadilanna eda viokomandi 16gbaerra yfirvalda um vernd trinadarflokkadra upplysinga, svo fremi
pau gangi ekki gegn akvaedum hans.

14. gr.
Lausn deilumdla.
Deilur, sem kunna ad risa vegna tulkunar eda beitingar dkvada samnings pessa, skal leysa
einvoroungu med samningavioredum og samradi milli samningsadilanna og eigi skal visa peim til
nokkurs innlends eda alpjodlegs domstols eda pridja adila til lausnar.

15. gr.
Lokadkveedi.

1) Samningur pessi 60last gildi pann dag pegar rikisstjorn Iydveldisins {slands hefur tilkynnt
rikisstjorn Sambandslydveldisins Pyskalands um ad innlendum kréfum um fyrrnefnda gildistoku
hafi veri0 fullnaegt. Videigandi dagsetning gildistoku skal rima vid pann dag pegar tilkynningunni
er veitt viotaka.

2) Samningur pessi er 6timabundinn.

3) Heimilt er a0 gera skriflegar breytingar 4 samningi pessum med gagnkvaemu samkomulagi milli
samningsadilanna. Annar hvor samningsadilanna getur hvenar sem er sent skriflega beidni um
breytingu 4 samningi pessum. Sendi annar samningsadilinn slika beidni skulu samningsadilarnir
hefja samningavidraeodur um breytingu 4 samningnum.

4) Annar hvor samningsadilanna getur sagt samningi pessum upp, eftir diplématiskum leidum, med
sex manada skriflegum fyrirvara. Komi til uppsagnar skulu trunadarflokkadar upplysingar, sem
verktaki sendir eda verda til hja honum & grundvelli samnings pessa, medhondladar afram i
samreemi vi0 akvaedi 4. gr. ad framan og eins lengi og pad er réttletanlegt vegna tilvistar vio-
komandi trunadarflokkunar.

5) Sa samningsadili sem reedur innlendu yfirrddasvaedi par sem gengid er frd samningi pessum skal,
begar i sta0 eftir ad hann 60last gildi, hafa forgdngu um skraningu samningsins hja adalskrifstofu
Sameinudu pjodanna i samraemi vid akvaedi 102. gr. sattmala Sameinudu pjodanna. Upplysa skal
hinn samningsadilann um skraningu og skraningarnimer SP pegar i stad eftir ad stadfesting pessa
liggur fyrir fra adalskrifstofu Sameinudu pjdédanna.

Gjort i Reykjavik hinn 13. mars 2018 i tveimur frumritum & islensku, pysku og ensku og eru allir
textarnir prir jafngildir. Ef dgreiningur ris um tilkun islenska og pyska textans skal enski textinn rada.

Fyrir hond rikisstjornar Fyrir hond rikisstjornar
Iydveldisins Islands Sambandslydveldisins byskalands
Guolaugur Por Poroarson Herbert Beck
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AGREEMENT
BETWEEN
THE GOVERNMENT OF THE REPUBLIC OF ICELAND
AND
THE GOVERNMENT OF THE FEDERAL REPUBLIC OF GERMANY
ON THE MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Government of the Republic of Iceland
and
The Government of the Federal Republic of Germany,

Intending to ensure the protection of classified information that is exchanged between the competent
authorities of the Republic of Iceland and the Federal Republic of Germany as well as with
contractors established in the country of the other Contracting Party or between contractors
established in either of the two Contracting Parties’ countries,

Desirous of laying down an arrangement on the mutual protection of classified information that shall
apply to all agreements on cooperation to be concluded between the Contracting Parties and to
contracts involving an exchange of classified information,

Have agreed as follows:

Article 1
Definitions
1) For the purposes of this Agreement,
1. “classified information” is,
a) in the Federal Republic of Germany:
facts, items or intelligence which, regardless of how they are presented, are to be kept
secret in the public interest. They shall be classified by, or on behalf of, an official agency
in accordance with their need for protection;
b) in the Republic of Iceland:
any information or material, regardless of its form, designated by a security classification,
the unauthorized disclosure of which could cause varying degrees of prejudice to the
interests of the Republic of Iceland;
2. a“classified contract” is
a contract between an authority or an enterprise from the country of one Contracting Party
(contracting body) and an enterprise from the country of the other Contracting Party
(contractor). Under such a contract, classified information from the country of the contracting
body is to be released to the contractor, is to be generated by the contractor or is to be made
accessible to members of the contractor's staff who are to perform tasks in facilities of the
contracting body;
3. a‘“Personnel Security Clearance” is
an attestation by the National Security Authority (NSA) of an individual’s eligibility to have
access to and to handle classified information up to the appropriate level based on a back-
ground check proving his or her trustworthiness, integrity and loyalty;
4. a “Facility Security Clearance” is
an attestation by the National Security Authority (NSA) or Designated Security Authority
(DSA) of a company’s facility to handle classified information up to the appropriate level
based on a background check of the individuals (chairman of the board or employees) and an
inspection of the facility to prove its compliance with mandatory means of physical protection.
2) The levels of security classification are defined as follows:
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1. in the Federal Republic of Germany, classified information is:

a) STRENG GEHEIM if knowledge of it by unauthorized persons may pose a threat to the
existence or vital interests of the Federal Republic of Germany or one of its federal states,

b) GEHEIM if knowledge of it by unauthorized persons may pose a threat to the security of
the Federal Republic of Germany or one of its federal states, or may cause severe damage
to their interests,

¢) VS-VERTRAULICH if knowledge of it by unauthorized persons may be damaging to the
interests of the Federal Republic of Germany or one of its federal states,

d) VS-NUR FUR DEN DIENSTGEBRAUCH if knowledge of it by unauthorized persons
may be disadvantageous to the interests of the Federal Republic of Germany or one of its
federal states;

2. in the Republic of Iceland, classified information is:

a) ALGJORT LEYNDARMAL if the unauthorized disclosure of such information and
material could cause exceptionally grave prejudice to the essential interests of the Republic
of Iceland,

b) LEYNDARMAL if the unauthorized disclosure of such information and material could
seriously harm the essential interests of Iceland,

¢) TRUNADARMAL if the unauthorized disclosure of such information and material could
harm the essential interests of the Republic of Iceland,

d) TAKMARKADUR ADGANGUR if the unauthorized disclosure of such information and
material could be disadvantageous to the interests of the Republic of Iceland.

1)

2)

3)

1)

Article 2
Comparability
The Contracting Parties stipulate that the following security classifications shall be comparable:
Republic of Iceland Federal Republic of Germany

ALGJORT LEYNDARMAL | TOP SECRET STRENG GEHEIM
LEYNDARMAL SECRET GEHEIM
TRUNADARDARMAL CONFIDENTIAL VS-VERTRAULICH
TAKMARKADUR VS-NUR FUR DEN
ADGANGUR RESTRICTED DIENSTGEBRAUCH

Article 3

Marking

Classified information to be transmitted shall be marked with the respective national security
classification as provided under Article 2 by, or on behalf of, the competent authority of the sender
and shall not be re-marked by the recipient.

Classified information which is generated by the receiving Contracting Party in connection with
classified contracts, as well as copies made in the country of the receiving Contracting Party shall
also be marked accordingly.

Security classifications shall, at the request of the competent authority of the originating Con-
tracting Party, be amended or revoked by, or on behalf of, the competent authority of the recipient
of the given classified information. The competent authority of the originating Contracting Party
shall inform the competent authority of the other Contracting Party immediately of the amend-
ment or revocation of any security classification.

Article 4
Measures at the National Level
Within the scope of their respective national laws and regulations, the Contracting Parties shall
take all appropriate measures to guarantee the protection of classified information exchanged,
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2)

3)

4)

5)

6)

7)

8)

1)

2)

3)

handled or generated under the terms of this Agreement. They shall afford such classified
information a degree of security protection at least equal to that required by the receiving Con-
tracting Party for its own classified information of the comparable level of security classification.
The classified information shall be used solely for the designated purpose. The receiving Con-
tracting Party shall not disclose or use, or permit the disclosure of, any classified information
except for the purposes and within any limitations stated by or on behalf of the originating
Contracting Party. The originator of the classified information must have given its written consent
to any arrangement to the contrary.

Access to classified information may be granted only to persons having a need-to-know on
account of their duties and — except in the case of classified information at the TAKMARKADUR
ADGANGUR / VS-NUR FUR DEN DIENSTGEBRAUCH level — having been security cleared
to the appropriate level of security classification, or are eligible to access by virtue of their
functions. Security clearance shall be granted only after completion of a security screening under
standards no less stringent than those applied for access to national classified information of the
comparable level of security classification.

Access to classified information at the TRUNADARMAL / VS-VERTRAULICH level or higher
by a national of the country of one Contracting Party shall be granted without prior authorization
of the originating Contracting Party.

Personnel Security Clearances for nationals of the country of a Contracting Party residing, and
requiring access to classified information, in their own country shall be undertaken by their NSAs
or DSAs or other competent national authorities.

However, Personnel Security Clearances for nationals of the country of one Contracting Party
who have been legally resident in the country of the other Contracting Party for at least five years
and apply for a security-sensitive job in that country shall be undertaken by the competent security
authority of that country, conducting cross-border checks as appropriate in accordance with its
national laws and regulations.

The Contracting Parties shall, each within its country, ensure that the necessary security
inspections are carried out and that this Agreement is complied with.

Article 5 and Article 6 shall not apply to classified information at the TAKMARKADUR
ADGANGUR / VS-NUR FUR DEN DIENSTGEBRAUCH level.

Article 5
Award of Classified Contracts

Prior to the award of a classified contract, the contracting body shall, through its competent

authority, obtain a Facility Security Clearance from the competent authority of the contractor in

order to obtain assurance as to whether the prospective contractor is subject to security oversight
by the competent authority of this country and whether the prospective contractor has taken the

security precautions required for discharging the performance of the classified contract. Where a

contractor is not yet subject to security oversight, an application may be made to that end.

A Facility Security Clearance shall also be obtained if the enterprise has been requested to submit

a bid and if classified information will have to be released prior to the award of a contract under

the bid procedure.

In the cases referred to in paragraphs (1) and (2) above, the following procedure shall be applied:

1. Requests for the issuance of a Facility Security Clearance for contractors from the country of
the other Contracting Party shall contain information on the project as well as the nature, the
scope and the level of security classification of the classified information expected to be
released to the contractor or to be generated by it.

2. In addition to the full name of the enterprise, its postal address, the name of its security
official, his or her telephone and e-mail address, and, if applicable, his or her fax number,
Facility Security Clearances must include information in particular on the extent to which,
and the level of security classification up to which, security measures have been taken by the
respective enterprise on the basis of national security regulations.
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1)

2)

3)

4)

3. The competent authorities of the Contracting Parties shall inform each other of any changes
in the information covered by the Facility Security Clearances, as mentioned in No. 1 and 2.

4. The exchange of such information between the competent authorities of the Contracting
Parties shall be effected either in the national language of the authority to be informed or in
English.

5. Facility Security Clearances and requests addressed to the respective competent authorities of
the Contracting Parties for the issuance of Facility Security Clearances shall be transmitted in
writing.

Article 6
Performance of Classified Contracts

Classified contracts must contain a security requirements clause under which the contractor is

under an obligation to make the arrangements required for the protection of classified information

pursuant to the respective national laws and regulations of its country.

In addition, the security requirements clause shall contain the following provisions:

1. the definition of the term "classified information" and of the comparable levels of protective
markings and security classifications of the two Contracting Parties in accordance with the
provisions of this Agreement;

2. the names of the competent authorities of each of the Contracting Parties empowered to
authorize the release and to coordinate the safeguarding of classified information related to
the classified contract;

3. the channels to be used for the transfer of classified information between the competent
authorities and contractors involved;

4. the procedures and mechanisms for communicating changes that may arise in respect of

classified information either because of changes in its protective markings or because

protection is no longer necessary;

the procedures for the approval of visits, or access, by personnel of the contractors;

6. the procedures for transmitting classified information to contractors where such information
is to be used and held;

7. the requirement that the contractor shall grant access to classified information only to a person
who has a need-to-know and has been charged with, or contributes to, the performance of the
classified contract and — except in the case of classified information at the TAKMARKADUR
ADGANGUR / VS NUR FUR DEN DIENSTGERBRAUCH level — has been security-
cleared to the appropriate level in advance;

8. the requirement that classified information shall only be disclosed to a third party, or that such
disclosure shall only be permitted, if this has been approved by the originating Contracting
Party, and

9. the requirement that the contractor shall immediately notify its competent authority of any
actual or suspected loss, leak or unauthorized disclosure of the classified information covered
by the classified contract.

The competent authority of the contracting body shall provide the contractor with a separate list

(classification guide) of all documentary records requiring security classification, shall determine

the required level of security classification and shall arrange for this list to be enclosed as an

appendix to the classified contract. The competent authority of the contracting body shall also
transmit, or arrange for the transmission of, the list to the competent authority of the contractor.

The competent authority of the contracting body shall ensure that the contractor will be given

access to classified information only after the pertinent Facility Security Clearance has been

received from the competent authority of the contractor.

hd
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1)

2)

3)

4)

5)

6)

7)

l

Article 7
Transmission of Classified Information

Classified information at the ALGJORT LEYNDARMAL / STRENG GEHEIM level shall only
be transmitted between Contracting Parties through Government-to-Government channels
pursuant to the respective national laws and regulations.
As a matter of principle, classified information at the TRUNADARMAL / VS-VERTRAULICH
and LEYNDARMAL / GEHEIM levels' shall be transmitted from one country to another by
official couriers. The NSAs or DSAs of the Contracting Parties may agree on alternative channels
of transmission. Receipt of classified information shall be confirmed by, or on behalf of, the
competent authority and the classified information shall be forwarded to the recipient in accord-
ance with the respective national laws and regulations.

The competent authorities may agree — generally or subject to restrictions — that classified

information at the TRUNADARMAL / VS-VERTRAULICH and LEYNDARMAL / GEHEIM

levels may be transmitted through channels other than official courier. In such cases:

1. the bearer must be authorized to have access to classified information of the comparable level
of security classification;

2. alist of the items of classified information transmitted must be retained by the dispatching
agency; a copy of this list shall be handed over to the recipient for forwarding to the competent
authority;

3. items of classified information must be packed in accordance with the respective national laws
and regulations of the dispatching party;

4. items of classified information must be delivered against receipt, and

5. the bearer must carry a courier certificate issued by the competent authority of the dispatching
or the receiving agency.

Where large volumes of classified information are to be transmitted, the means of transportation,

the route, and the escort shall be determined on a case-by-case basis by the competent authorities

on the basis of a detailed transportation plan.

Classified information at the ALGIORT LEYNDARMAL / STRENG GEHEIM level shall not

be transmitted in electronic form. Classified information at the TRUNADARMAL / VS-

VERTRAULICH and LEYNDARMAL / GEHEIM level shall not be transmitted electronically

in an unencrypted form. Classified information of these levels of security classification shall only

be encrypted by encryption means approved by mutual agreement by the competent security
authorities of the Contracting Parties.

Classified information at the TAKMARKADUR ADGANGUR / VS-NUR FUR DEN DIENST-

GEBRAUCH level may be transmitted by postal or other delivery services to recipients within

the territory of the country of the other Contracting Party, taking into account their respective

national security laws and regulations.

Classified information at the TAKMARKADUR ADGANGUR / VS-NUR FUR DEN DIENST-

GEBRAUCH level may be electronically transmitted or made available by means of encryption

devices approved by a competent national authority of one of the Contracting Parties. Classified

information of this level of security classification may only be transmitted in an unencrypted form
if:

1. this is not in contradiction with the respective national laws and regulations;

2. no encryption means are available;

3. transmission is effected within fixed networks only, and

4. the sender and the recipient have reached agreement on the proposed transmission in advance.

Article 8
Visits
As a matter of principle, visitors from the territory of a Contracting Party can only be granted
access to classified information and to facilities in the country of the other Contracting Party, in
which classified information is being handled, subject to prior approval of the competent authority
of that Contracting Party. Such permission shall be given only to persons having a need-to-know
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2)

3)

1)

2)

3)

)

2)

and — except in the case of classified information at the TAKMARKADUR ADGANGUR / VS-

NUR FUR DEN DIENSTGEBRAUCH level — having been security cleared to the appropriate

level.

Requests for visits shall be submitted, on a timely basis and in accordance with the respective

national laws and regulations of the country whose territory such visitors wish to enter, to the

competent authority of that country. The competent authorities shall inform each other of the

details regarding such requests and shall ensure that personal data are protected.

Requests for visits shall be submitted in the language of the country to be visited or in English

and shall contain the following information:

1. the visitor's first name and surname, date and place of birth, and his or her, passport or identity
card number;

2. the visitor's nationality;
3. the visitor's service designation, and the name of his or her parent authority or agency;
4. the level of the visitor's security clearance for access to classified information;
5. the purpose of the visit, and the proposed date of the visit, and
6. the designation of the agencies, the contact persons and the facilities to be visited.
Article 9
Consultations

The competent authorities of the Contracting Parties shall take note of the provisions governing
the protection of classified information that apply within the country of the other Contracting
Party.

To ensure close cooperation in the implementation of this Agreement, the competent authorities
shall consult each other at the request of one of these authorities.

Each Contracting Party shall, in addition, allow the NSA or DSA of the other Contracting Party
or any other authority designated by mutual agreement to visit its country in order to discuss, with
its security authorities, its procedures and facilities for the protection of classified information
received from the other Contracting Party. Each Contracting Party shall assist that authority in
ascertaining whether such classified information which has been made available by the other
Contracting Party is adequately protected. The details of the visits shall be laid down by the
competent authorities.

Article 10
Violations of Provisions Governing the Mutual Protection of Classified Information

Whenever unauthorized disclosure of classified information cannot be ruled out or if such
disclosure is suspected or ascertained, the other Contracting Party shall immediately be informed.
Violations of provisions governing the protection of classified information shall be investigated,
and pertinent legal action shall be taken, by the competent authorities and courts of the
Contracting Party's country having jurisdiction, according to that country's laws and regulations.
The other Contracting Party should, if so requested, support such investigations and shall be
informed of the outcome.

Article 11
Costs
Each Contracting Party shall pay the expenses incurred by it in implementing the provisions of

this Agreement.

Article 12
Competent Authorities
The Contracting Parties shall inform each other, in writing, of the authorities to be responsible

for the implementation of this Agreement and of any changes in their contact details.
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Article 13
Relationship with Other Agreements, Arrangements
and Memoranda of Understanding
Any existing Agreements, Arrangements and Memoranda of Understanding between the
Contracting Parties or the competent authorities on the protection of classified information shall be
unaffected by the present Agreement in so far as they do not conflict with its provisions.

Article 14
Settlement of Disputes
Any dispute that may arise from the interpretation or application of this Agreement shall be solely
resolved by negotiations and consultations between the Contracting Parties and shall not be referred
to any national or international tribunal or third party for settlement.

Article 15
Final Provisions

1) This Agreement shall enter into force on the date on which the Government of the Republic of
Iceland has notified the Government of the Federal Republic of Germany that the national
requirements for such entry into force have been fulfilled. The relevant date shall be the date of
the receipt of the notification.

2) This Agreement is concluded for an indefinite period of time.

3) This Agreement may be amended in writing by mutual agreement between the Contracting
Parties. Either Contracting Party may at any time submit a written request for the amendment of
this Agreement. If such a request is submitted by one of the Contracting Parties, the Contracting
Parties shall initiate negotiations on the amendment of the Agreement.

4) Either Contracting Party may, through diplomatic channels, denounce this Agreement by giving
six months’ written notice. In the event of denunciation, classified information transmitted or
generated by a contractor on the basis of this Agreement shall continue to be treated in accordance
with the provisions of Article 4 above for as long as is justified by the existence of the security
classification.

5) Registration of this Agreement with the Secretariat of the United Nations, in accordance with
Article 102 of the United Nations Charter, shall be initiated by the Contracting Party on whose
national territory the Agreement is concluded immediately following its entry into force. The
other Contracting Party shall be informed of registration and of the UN registration number as
soon as this has been confirmed by the Secretariat of the United Nations.

Done at Reykjavik on 13 March 2018 in two originals, in the Icelandic, German and English
languages, all three texts being authentic. In case of divergence in interpretation of the Icelandic and
German texts, the English text shall prevail.

For the Government of For the Government of the
the Republic of Iceland Federal Republic of Germany
Gudlaugur Por bordarson Herbert Beck

C-deild — Utgafud.: 6. oktober 2021
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